








Contingency Planning Outline








Contingency plans should be developed for every critical process or function.  You should first review all alternatives and identify the best plan or alternative process for your situation.  These plans will vary with each system, process, and intended purpose.  This generic outline will help you visualize what a contingency plan should include and can serve as an outline for almost any process. Contingency plans can range from very simple to very complex; design each plan based on your organizational needs. 


I.	Contingency Plan Title. Use a fully descriptive title for the system or process that the contingency plan addresses. It should be clear in an emergency exactly what the plan covers.


1.	System Mission Description. Describe the basic functions and outputs of the system or process. Differentiate from complete or partial systems such as "human resources" or "payroll".


2.	System Specifics. Describe in detail of the system or process specifics. This can be as detailed as you like; it may not be necessary to go into great detail if it is not needed for the particular plan.


A.	Current Platform or Technology. Describe what technology the current system uses. Include hardware, software, and networking information.


B.	Interfaces with Other Systems. List all known interfaces. Information on data formats and bridge programs should be included if applicable.


C.	Critical Processes and Outputs. Describe exactly what the system does in terms of specific processes and outputs. Include reports and other outputs that may be relied on by the business unit.


D.	Key Contact Information. List key personnel that have responsibility for the system or process. Include those personnel that have a good working knowledge of the system.


II.	Objectives of the Contingency Plan


1.	Risks of Failure. What was determined to be the risk of failure. Include a copy of the risk rating form or other risk evaluation documentation. Describe the risk and how would it impact the business.


2.	Risk of Contingency Plan. Describe what the risks are involved with using the chosen contingency plan alternative. How might it impact the business?


3.	Desired Outcomes. What are the desired outcomes in terms of output and level of service? How long do you intend to operate under the contingency mode?


4.	Potential Impact. What is the anticipated impact on the business or organizational unit in lower service or functional levels? This should include descriptions of potential impact in terms of financial, market share, and good will costs.


III.	Resource Requirements 


Time Estimates. Describe the estimated time required to implement the plan. Remember the approval processing time for necessary spending authorization and procurement processing.


Cost Estimates. This is the plan's budget for the cost of equipment, supplies, services, staff overtime etc.


Source of Funding. Where will the money come from?


IV.	Implementing the Plan


1.	Implementation Criteria. Describe the basic criteria for implementing the plan. What will be the situation that prompts the decision to implement?


2.	Trigger Events. Describe the date or specific failure that will trigger implementation of the plan. You may want to describe the various scenarios that could lead to a trigger event.


3.	Responsibilities. Who is responsible for making implementation decisions? If you have a clearly documented trigger event this could be whoever is on duty at the time the event happens.


4.	Duration. What is the estimated length of time that contingency operations will cover?


V.	Operation and Management


1.	Management Structure. To the degree necessary, describe the management structure that will be used to ensure smooth operations under the contingency plan.


A.	Decision Makers. Who will be making the decisions to implement, change, and discontinue the contingent operations?


B.	Support Personnel. What support personnel will be used to implement and operate processes under the plan?


2.	Assigned Roles and Responsibilities. Provide details on who will do what under the plan.


Emergency Response Teams. Here you should describe the teams that will be used to respond to emergencies or breakdowns. 


Contingency Operations Team. Detailed information on the team that will run the process or system 


3.	Personnel Notification Procedures. Describe how you plan to notify staff that the plan is being implemented. Given the possibility of telecommunication disruptions, you may want to have an automatic response (in the event the phones go dead or the power goes out) or have teams standing by at critical times and dates.


Records Management Procedures. Describe how you plan to manage records issues. Consider reports and data dumps that will be useful in the recovery phase.


Data Security Procedures. Describe the processes to be employed to ensure data security, recovery, integrity, and confidentiality. Contingency plans may open the door to significant security issues. Review systems security and access rights, data integrity assurance procedures, and records confidentiality procedures.


VI.	Criteria for Returning to Normal. Here you will describe how you will determine that it is time to discontinue the contingency mode and return to the normal operation mode.


1.	Criteria. Describe the conditions or events that would lead to returning to normal operating mode. This should include certification that the system or process is functioning normally.


2.	Procedures. Describe the detailed procedures required to return to normal operating mode. 


3.	Points of Contact/Notifications. List key personnel that have responsibility for returning the system or process to its normal operating mode.


A.	Decision-Makers. Who will be making the decisions to discontinue the contingent operations and begin the recovery process?


B.	Operational Personnel. List the key operational resource personnel that will be needed to return to normal operations.


C.	Business Recovery Team. Detailed information on the team that will run the process of resuming normal operations after the contingency period.


D.	Business Partners. List any business partner relationships (internal and external) that will be involved in resuming normal operations. 


VII.	Training and Testing Requirements. Describe the training and testing requirements that are required to prepare for implementing the contingency plan. Training may include desktop exercises and rehearsals to ensure smooth implementation of the plan. Testing is used to validate the plans capabilities.


Contingency Team Training. What training will be required for the contingency operations team. Will they need to be trained on new or different processes? Will they need to practice manual operation scripts? Will you include a drill?


Recovery Team Training. What training is required for the team that will bring processes back on line?


Testing Requirements and Procedures. Here you will describe the plans and requirements for testing the contingency plan. Testing is required to validate the plan and ensure its completeness. Include test scripts and other detailed testing procedures.


Training and Testing Schedules. Document the timeline for training and testing that will ensure readiness of both staff and the plan prior to the TEH of the system or process.





VIII.	Recovery Process Requirements. Describe the process and requirements for returning to normal operations. What steps must be taken to recover data, to reopen offices or otherwise bring processes bask to normal.  Be as specific as necessary for the given process.
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