DavisLogic, Inc.

All Hands Consulting


Business Continuity Considerations for Research and Development Organizations

How should you help your company maintain "business continuity" in the wake of disaster?

The terrorist attacks of September 11 have resulted in an increased sense of risk for many people.  Business and facility managers are increasingly concerned about their organization’s level of preparedness.  Research and development firms that have not previously developed business continuity plans are now scrambling to do so.  This article describes the business continuity planning process and addresses some of the unique considerations for research and development organizations.

What is Business Continuity Planning?

Business continuity planning is a comprehensive process that includes disaster recovery, business recovery, business resumption, contingency planning, and crisis management.  A Business Continuity Plan (BCP) should detail all of the procedures that define how a business will continue or recover its critical functions in the event of a disruption or disaster. Managers use these plans to ensure that there is minimum disruption to their business processes in the event of a major interruption to services.

The risk of potentially disastrous losses from business interruptions requires a sound planning methodology.  The basic steps to developing and exercising a business contingency plan include: 

· Project initiation and management 

· Risk analysis/reduction 

· Business impact analysis 

· Risk mitigation

· Recovery strategies 

· Developing the plan 

· Exercise and maintenance of the plan 

· Training and awareness program

The last two steps are perhaps the most often shortchanged.  This is unfortunate as a BCP that simply sits on the shelf is of little value to the organization.  Experience show us that the BCP must be a living document and its procedures must be updated and practiced on a regular bases.

According to the Department of Labor, 43 percent of businesses experiencing a disaster never reopen, and 29 percent of those that do reopen close within two years.

What to Prepare For

Chances are, your organization will never be directly impacted by a terrorist attack.  However, when you think about the full array of threats, chances are that some type of disaster will impact you eventually.  While terrorism has impacted many businesses, disaster preparedness requires an “all hazards” approach to planning.  Many natural and man-made disasters occur each year.  Floods, ice storms, wind, fire, and accidents lead a long list of perils that you must prepare for.

Research and Development organizations face a full array of business continuity issues but have some special areas of concern.  For instance, this past June, flooding from Tropical Storm Allison caused a number of catastrophes:

· Medical researches suffered a devastating blow when thousands of records and research animals were destroyed.

· One-of-a-kind property was lost when floodwaters burst through a wall and destroyed centuries old art collections, equipment, and music scores.

· Other firms lost research data in both paper and electronic form.

These losses occurred due to a lack of basic business continuity planning.  The unique nature of research data and equipment requires increased mitigation and recovery planning for R&D firms. The remainder of this article will attempt to highlight some of these special considerations.

Special Concerns for Research and Development Facilities

While everyone needs to plan for the most likely hazards, R&D organizations face many unique risk management challenges.  R&D firms have both property and intellectual capital at risk and much of it is unique and irreplaceable.  Some of the special considerations in business continuity planning for R&D firms are discussed below.

Are you a target?

Some research facilities may have an increased risk of terrorist attacks due to the nature of their work. Special attention should be paid to perimeter control and visitor screening.  Physical barriers that prevent vehicles from getting too close to the building as well as blast protection should be considered.  Work with local public safety officials to understand your risks and determine what additional mitigation steps may be appropriate.

Intellectual Capital

Knowledge experts must document what they know. Too often, one individual has key knowledge that exists only in their head.  That individual has to impart that knowledge to a "trusted" partner or document that knowledge in a journal for others.  Knowledge transfer and secession planning are critical in maintaining institutional knowledge.

Vital Records

R&D organizations should have a vital records protection program in place. This program should identify and protect key organizational records, no matter what the medium, from loss due to a disaster. Some of the data are particularly unique.  Unlike most business information, where copies are acceptable, in research, the original is the most important. Also, most R&D information is resident in the researcher’s notes, often totally unprotected or backed up.  These vulnerabilities can be reduced through a thorough records management program.  Some special considerations are detailed below.

Time Sensitivity - Certain research media must be recovered within a very short timeframe; otherwise the information may be irretrievably lost.  

Water Damage - Many organizations depend upon paper records, microfilm, and other media that may susceptible to water damage.

Research Documentation - document what worked and what did not work in all stages of research in case the project has to be recreated by new individuals. Make copies of research notes and store them off-site.

Security - Document security is an issue as some data are highly sensitive.

R&D firms need to identify the data and research that is "mission critical" to the continuation of the project.  Once this information is identified then a means to duplicate or replicate that information must be devised.

Return on Investment

Business Continuity is often difficult to quantify in terms of ROI.  You need to carefully evaluate the strategic value of business continuity planning in protecting your business, your employees, your customers and your reputation.  How strategic is business continuity relative to everything else your company is doing in terms of product, industry and service level?  Are you willing to risk a partial shut down?  Are you willing to risk going out of business?

Point of No Return

It is important for R&D firms to know where their “point of no return” is. During the initial phase of R&D, the research and data are often dispersed.  In most cases, if the data is destroyed, it is gone for good because it is not backed up in any manner.  At some point in the research process, the process required to recreate the initial research becomes cost prohibitive.  R&D companies need to understand at what point in the discovery phase it becomes prudent to invest dollars in formalized data back-up and retention procedures.

Regulatory Requirements

Many regulatory bodies, such as the FDA have stringent records retention requirements.  Disaster plans must include protecting this vital information.  Consider imaging, off-site storage of copies, and other means to protect data.

Equipment and Material

Many R&D organizations have unique and expensive equipment and special material, which is often used with special environmental controls. Damage assessment, salvage and repair may present special challenges.  Consider mutual aid agreements with similar organizations as well as quick ship and alternate site options.  Pre-positioning spare resources is ideal for this type of recovery.

Hazardous Materials

Hazardous materials may present special hazards during fires, floods, or other emergencies.  The hazard may be present inside and/or outside the building.  Work with local emergency officials to develop “pre-plans” and evacuations plans for hazardous materials incidents. 

The Emergency Planning and Community Right-to-Know Act of 1986 (EPCRA) requires reporting significant quantities of hazardous materials to the Local Emergency Planning Council (LEPC).  Some local jurisdictions have imposed more rigorous requirements for reporting smaller quantities of hazardous materials. While EPCRA exempts laboratories from regulation some of these local regulations do not.

Computers

Be sure to coordinate with you information technology department to discuss plans to protect your computer systems and how you may be asked to support off-site recovery and back-up provisions. Look at special requirements for backing up research data.

Transportation

If you need to relocate, you may need to move all or some of your equipment and records.  Plan for this ahead of time and establish a relationship with multiple moving companies.  Address special considerations for sensitive or fragile equipment and the need for testing and calibration after the move.

Contamination

Fire suppression agents, debris, and water may contaminate experiments and equipment.  Often the “cure” is worse than the disease.  “Dry Chemical” fire extinguishers produce a fine powder that can affect optics, electronics, and other sensitive equipment.  Be prepared to decontaminate equipment and understand the impact of contamination on research.  Plans should include salvage and drying of important documents and equipment.  In addition, mold and mildew may be a problem after the event.

Evacuation

Floor wardens and alternates must be assigned and trained on evacuation methods.  Special attention should be given to safe evacuation routes and assembly areas under different scenarios.  Hazardous materials incidents may require sheltering-in-place or moves to safer, up-wind, areas. Plan to listen to AM radio stations or other alert services for information about evacuation strategies for specific neighborhoods.  Research staff may be tempted to linger to preserve experiments with unrecoverable data.  Clear procedures that put life safety first should be established, communicated, and reinforced with drills. Employees with special needs, especially those who use wheelchairs or other assisting devices, should have individual plans for safe evacuation.

Mutual Aid

Work with similar organizations in the area to forge a mutual aid agreement to cooperate in sharing resources, such as space, equipment, materials, and staff.  Consider both local facilities as well as out-of-state facilities that will not be impacted by a regional disaster.

Get Information

There is a wealth of information available that can help you in your planning efforts.

You local Emergency Operations Plan is publicly available and can often be found in the public library.  This plan should list the high, moderate, and low risk hazards for your area and quantify the risk presented by natural and man-made hazards.  Look for information on hazardous materials and transportation related emergencies, and note the distances from major highways, rail tracks, etc.

Flood plain maps can be obtained that can provide specific information about the nearest flood plains and your potential for flooding.

Contact the local Fire Marshal's office and ask for information on evacuation plans and on how to handle mail, suspicious packages, etc., based on your individual risk assessment and nature of operations.

Mail Rooms are concerned about contamination and cross-contamination from Anthrax-laden mail.  The U.S. Postal Service offers training and advice on proper mailroom procedures.

Conclusion

Business Continuity Planning is an important undertaking; your organization’s survival may depend on it.  To be successful, executive commitment and support are needed along with an organized approach. Take the time and effort required to design a complete business continuity process and fully prepare for all scenarios.  Make the commitment to keep the plan current, and test the procedures as often as needed.
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